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The primary objective of this research is to show progression

of Level 2/3 fusion of informational content to obtain a framework

for hierarchical high level decision making process. The goal of this

paper is to develop an algorithm to solve the impending problem of

situation assessment. In [31], an inexact graph matching technique

called Truncated Search Tree algorithm (TruST) has been devel-

oped. The inexact graph matching is used to identify meaningful

patterns in volumous amounts of data. This heuristic is based on the

popular branch-and-bound technique with constraints on breadth

and depth. To reduce the dimensionality of the matches found, the

results are grouped using a clustering algorithm. A novel Hypercube

distance measure is used in clustering the matched subgraphs. This

measure is then compared with a relatively new Fuzzy Hamming

distance measure. To identify the important nodes and links in the

data graph, the clustered subgraphs are then fused together and

the neighborhood structure is explored.
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1. INTRODUCTION

Currently, analysts receive enormous amount of in-
formation from multiple sensors and resources. In ad-
dition to knowledge bases and traditional databases,
enormous volumes of unstructured information are now
available and are presented to the analyst [1], [35],
[26]. This presents a significant challenge since different
pieces of information from several heterogeneous data
sources must be fused in order to generate conclusions
relevant to the task at hand. The analyst is then left to sift
through the information to analyze and interpret their
contents and infer (uncover) what he or she is seeking.
This process can be tedious and time-consuming and in
many cases impractical when important events are un-
folding rapidly. An automated means for this extraction
of relevant pieces of information and their unification
into a useful product for the analyst is much needed.
In order to address the problems of data gathering,

fusion and extraction, The Joint Directors of Labora-
tories (JDL) Data Fusion Sub-panel developed a five-
level Data Fusion Model [36]. Level 1 on Object re-
finement seems to have received the most attention.
Level one processing functions include: data alignment,
association, tracking, and identification. Less mature
are Level 2 processing [17], [30], situation assessment,
which seeks a higher level of inference above level
one processing, and Level 3 processing which performs
threat/impact assessment. Threat assessment is an itera-
tive process of fusing the combined activity and capabil-
ity of enemy forces to infer their intentions and assess
the threat that they pose. Level 1 is very often called as
“low-level” processing, and the others as “high-level”
processing.
Higher level fusion problems are generally more dif-

ficult than level 1 because they involve higher dimen-
sionality corresponding to the relationships among en-
tities identified at level 1. Higher level fusion also con-
cerns modeling behavior of aggregate entities, through
the understanding of their individual behaviors and re-
lationships. Some commonly recognized relationships
are spatio-temporal relationships, part/whole relation-
ships, organizational relationships, various causal re-
lationships, semantic relationships, similarity relation-
ships, etc. To represent these relationships we use
(ARGs) Attributed Relational Graphs [11]. ARGs are
rich data structures to represent level 1 objects along
with higher level relationships as outlined above. In
these ARGs, nodes represent people, organizations, lo-
cation, individuals or facilities. Edges represent rela-
tionships like communication, radio, electronic, or tele-
phone. Attributes store the details of each node and
edge, like a individual’s name or an event’s time of oc-
currence. When we represent data as ARGs the problem
of graph matching is of most importance when retriev-
ing relevant information.
In this research we enhance level 2 and 3 fusion

capability through a new class of hierarchical models
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and algorithms based on graph representations and tech-
niques. In [31], a method for imperfect subgraph match-
ing [6] between a Template Graph and Data Graph
is developed. This method produces multiple graphs
corresponding to the alternate optimal or near optimal
matches defined by the maximum value of similarity
criterion. Depending on the truncation parameters used
and the dimension of the data graph a large number
of matches may be found. A number of these matches
differ from each other in minor aspects reflected by one
(or a few) nodes/arcs. It is difficult for the analyst to
browse through each match to ascertain the distinguish-
ing characteristics that characterize the set of matches.
To reduce dimensionality of the matches found and to
provide a hierarchical aggregation of these matches, a
distance measure is employed between the matching
graphs which is then used to group them using clus-
tering algorithms. We employ two distance measures:
Hypercube graph distance and Fuzzy Hamming distance
[19], and use a simple K-means algorithm for cluster-
ing. We are also interested in the difference between the
performance of the two distance measures. Finally, once
we have obtained a cluster of similar matches, we would
like to aggregate the match information for higher level
interpretation.
The remainder of the paper is organized as follows.

Section 2 is a brief literature review on graph distances.
Section 3 presents the TruST algorithm [31]. Section 4
presents the K-means clustering using the Hypercube
distance, while Section 5 presents the K-means cluster-
ing using the Fuzzy Hamming distance. The numerical
comparison of the two distance measures using silhou-
ette index is presented in Section 6. Section 7 presents
the aggregation of clusters while Section 8 explores the
neighborhood structure of the matches and clusters. Fi-
nally the conclusions are presented in Section 9.

2. LITERATURE REVIEW

There is a need to understand the situation and
infer the enemy intent in the battlefield. To accomplish
this the analyst needs to analyze the data at hand,
to get an idea of the environment. There are many
computational techniques implemented in high level
data fusion (level 2 and 3). To mention some of them:
Knowledge based expert systems [3], [2], Graph based
matching techniques [12] [18], Bayesian belief systems
approach [13], [14], Fuzzy Logic approach [27] [37],
Genetic algorithms approach [4], [5], Artificial neural
systems approach [24], [10]. The main concentration
of this paper is on using the large number of matches
(results) from TruST algorithm and providing a concise
report to the analyst. Here we target most of the paper
on using the fuzzy measures to find distance between
graphs and cluster the matches. Being this target the
literature survey concentrates mainly on graph distance
measures. More detailed literature survey on Graph
matching algorithms is being provided in [31].

There are currently many approaches in finding the
similarity based distance between graphs. One such
approach, suggested by Bunke and Shearer [8], uses
a maximum common subgraph isomorphism algorithm
to identify the largest substructure common to a pair
of graphs, with the size of this maximum common
subgraph (MCS) being determined by some function
of the numbers of common vertices and edges. The
distance metric between graphs G1 and G2, based on
maximum common subgraph is given as:

d(G1,G2) = 1¡
m(G1,G2)

max(jG1j, jG2j)
(1)

where m(G1,G2) = jG12j is the number of vertices of the
maximal common subgraph (G12) of G1 and G2.
This provides a natural way of calculating the degree

of similarity between a pair of graphs but the NP-
complete nature of the maximum common subgraph
isomorphism problem rules out the large-scale use of
MCS-based similarities. Fernández and Valiente [15]
extended the MCS based distance metric by combining
maximum common subgraph and minimum common
supergraph. This distance metric does not depend on
the edit operations and is formulated as:

d(G1,G2) = j²Gj ¡ jĜj (2)

where ²G and Ĝ are respectively, the maximum common
subgraph and minimum common supergraph of G1 and
G2. Wallis et al. [38] extended the MCS by defining
the problem size using the union of two graphs being
measured rather than the larger of the two graphs being
used currently. The distance metric is formulated as
follows:

d(G1,G2) = 1¡
m(G1,G2)

(jG1j+ jG2j ¡ jG12j)
: (3)

Chartrand et al. [9] and Kubicka and Kubicki [25]
have defined the distance between graphs of equal or-
der and size in terms of edge rotation and deletion. The
authors [25] have shown that the distance is a metric
and its application in matching a template graph with a
database of graphs. The algorithm is limited to planar
graphs and has the problem of computational explo-
sion. The MCS algorithm and its variants are NP-hard
and can be computationally expensive for large scale
graphs. To avoid these exorbitant calculations, fuzzy
distance measures are employed. In these methods the
graphs are represented as vectors or points in a Hyper-
cube and the distance is calculated based on the fuzzy
theoretic measures. Fuzzy operations are computation-
ally less expensive compared to MCS algorithms. A few
fuzzy distance measures are addressed subsequently in
Section 4 and Section 5.
One such interesting fuzzy distance metric is sug-

gested by Ionescu and Ralescu [19], [20], [21], [22]
called the (FHD) Fuzzy Hamming Distance. FHD met-
ric name is also used by Bookstein et al. [7] to describe a
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Fig. 1. Neighborhood scoring.

fuzzy distance measure based on edit distance cost. The
metric used in this paper is the one devised by Ionescu
and Ralescu. They have implemented this technique in
banknote validator [22], image retrieval system [20] and
image partitioning [19], [21]. The detail description of
FHD is given in Section 5.
In this paper we use the inexact graph matching

based heuristic [31], where through the control of trun-
cation parameters we can control the state space. The
use of truncated branch-and-bound as a heuristic gives
better results [39] than most of the heuristics. This
heuristic produces a large number of results and the an-
alyst can be over whelmed from them, so the resulting
matches are clustered. To cluster these results a novel
Hypercube distance metric is being suggested and com-
pared with a Fuzzy Hamming Distance measure. Sec-
tion 3 gives details of the suggested heuristic, while Sec-
tions 4 and 5 respectively, give details on the Hypercube
distance metric and Fuzzy Hamming distance metric.

3. TRUNCATED SEARCH TREE (TRUST) [31]

The TruST algorithm [31] expands on the idea of
1-Hop neighborhood distance. These 1-Hop neighbor-
hoods consist of a root node and all other nodes of
edge distance 1 away. For a pair of template node and
data graph node, a linear assignment problem is solved
over their neighborhood. The linear assignment prob-
lem takes the score matrix with individual elements as
the average of the neighboring node-to-node score and
connecting edge-to-edge score. So each 1-Hop neigh-
borhood score will be a unique score depending on its
corresponding neighborhood.
We define two parameters of the procedure to in-

crease the flexibility of the solution and allow the algo-
rithm to be configured for different domains of data.

1. ® (root weight score): weights the value of the match
between neighborhood root versus the value of the
assignment of its neighbors. This will be discussed
in more detail later.

2. t (score threshold): The algorithm will not return
matches with a value below this threshold. The

higher this threshold is set, the fewer 1-Hop neigh-
borhood assignments would be determined, which
in turn leads to improved performance (but potential
loss of optimality).

Step 1 of the procedure is to compute a node-to-
node score (Cij) for each node in the template graph to
each node in the data graph. For each node we then sort
this list in descending order. Using the threshold value
(t) input to the algorithm, we can prune the amount
of assignments we must run for this template node by
the equation (t¡ 1+®)=® (See proof in [31]). Root
node scores which are below this value do not have
the possibility of having an overall score above the
threshold even when there is a perfect neighborhood
assignment score.
Step 2 of the procedure is to compute the scores for

the 1-Hop neighbors of each root node pair. This returns
the optimal assignment of neighbors of the root node in
the template graph to the neighbors of the root node in
the data graph. Then the neighborhood score (shown in
Fig. 1) between template graph node i and data graph
node j is given by (®£Cij +(1¡®)£Wij), where Cij
is the score of the root node pair and Wij is the score
of the neighborhood assignment, which is given by (4).
® characterizes the amount of weightage to be given to
the neighbors. ® varies between [0,1], and its value has
inverse proportion with the neighborhood assignment.

Wij =
Sum of neighborhood assignment scores
Number of neighbors to root template node

:

(4)

1-hop neighborhood score takes care of “node-to-
node” assignment as well as “edge-to-edge” assignment.
The score of neighborhood assignment is solved using a
linear assignment problem between the root nodes with
the adjacent nodes and edges forming the solution ma-
trix. Using the results of the above two steps, a truncated
search tree algorithm for matching is formulated.
A typical example of truncated search tree algorithm

is shown in Fig. 2. The search tree is developed dynam-
ically during the search and initially consists of only the
root. At each iteration of this algorithm, a subproblem is
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Fig. 2. An example of the truncated greedy algorithm.

selected for exploration from the pool of live subprob-
lems using the scores of the current match. We use here
a strategy which is similar to the breadth first search
strategy found in the literature. The basic principle is
to process all the nodes at one level of the search tree
before any node at a deeper level.
In what follows, we consider the branching rule for

the selected subproblem. Each subproblem is developed
by adding one pair to its parent problem. Topology is
the most important factor considered in this step. Those
(template, data graph) node pairs which are qualified to
be added should be connected respectively to at least
one template and one data graph node in the parent
problem. The way in which a newly added template
node connects with the existing template node must be
exactly the same as the way that connects the data graph
nodes in the corresponding pairs. When a new data
graph node is added, the score at that level is calculated
using the average of the scores of all the node pairs
and edge pairs connecting them, at that level. So as
the level increases the new nodes are added and the
score is revised in correspondence with the new pair
score.
Note that each subproblem at level i (i = 0,1,2, : : :)

has exactly i pairs (one data graph node and one tem-
plate node). In summary, the more pairs exist in a sub-
problem, the more neighboring nodes we have to con-
sider. That causes the search tree to explode exponen-
tially as it goes deeper. In order to avoid such a problem,
we do not consider all the feasible pairs. We use a para-
metric mechanism to control the state space growth. For
a subproblem at level i, we only choose at most ki+1 best
child subproblems. In our work, we first set k0 to be a
fairly large number. The rationale is to make the starting
points cover the data graph as much as possible. And
then we set ki = k (8i¸ 1) with k being relatively small
in order to reduce the exponential growth. However the
search tree still remains very large. For instance, at level
i, the number of sub-problems is given by k0k

i¡1, which
is extremely large even if the values of k and i are rel-
atively small. Therefore, we introduce two additional
parameters ¯i and ±. The parameter ¯i is to control the
breadth of the search tree, i.e., the total number of sub-
problems at each level is at most ¯i. The parameter ± is

TABLE I
Ranking of 1-Hop Matched Values

T1 T2 T3 T4

D3 0.90 D1 0.80 D6 0.77 D10 0.60
D1 0.80 D5 0.75 D1 0.75 D7 0.45
D9 0.75 D3 0.71 D2 0.63 D2 0.40
D6 0.73 D7 0.68 D4 0.52 D6 0.35
D5 0.70 D9 0.55 D8 0.44 D4 0.28
D4 0.65 D6 0.53 D9 0.27 D8 0.18
D2 0.40 D4 0.23 D3 0.23 D1 0.15
D7 0.17 D2 0.21 D7 0.17 D3 0.14
D10 0.15 D10 0.13 D11 0.11 D5 0.12
D11 0.11 D8 0.09 D5 0.09 D9 0.10
D8 0.09 D11 0.05 D10 0.05 D11 0.07

to control the depth of the search tree, i.e., the search
progress stops at level ± with only part of the template
explored. If two or more sub-problems at the same level
have exactly the same matched pairs, we only retain one
of them and fathom the others. It is preferable to let ±
be equal to the number of nodes in the template graph
for complete exploration.
After running this algorithm, each branch yields a

series of matched pairs. Then the data graph nodes in the
matched pairs form a subgraph, which is a final match
for the template. There are a bunch of such resulting
subgraphs with various matched values and topologies,
referred to as leaf nodes. At each level in algorithm the
best ¯i leaf nodes are selected. If any of the leaf nodes
cannot be extended at level i, then there are no adjacent
nodes in the data graph corresponding to the template
graph. So a penalty is added to the node and tree is
expanded with some non-adjacent node having lower
1-hop neighborhood score. The worst-time complexity
of full enumeration of the algorithm is O(mnm), but in
terms of user parameters the complexity is O(k0¯

±).
We will use the example shown in Fig. 1 to illustrate

the TruST algorithm. Table I shows the 1-Hop neighbor-
hood scores calculated by the linear assignment prob-
lem. For each node in the template, all nodes in the data
graph are ranked in accordance with the corresponding
matched values. A higher rank denotes a more simi-
lar pair concerning the two nodes themselves and their
neighbors. There are a total of 44 matching pairs with
threshold, t= 0.
Before running the TruST algorithm, we need to

determine the values of the parameters. We first set k0 =
3, and then set ki = 3 (8i¸ 1). For illustrative purposes
the value of k0 is set at the same value as ki. Since
the number of template nodes is 4, we just set ± = 4
to explore all the template nodes. Finally, we set ¯i = 7
(8i¸ 1).
The results are shown in Fig. 3. At the top level

the root node is branched k0 times. Here only the top
three subproblems are selected for further exploration.
At each subsequent level each node pair is branched
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Fig. 3. A sample result of the truncated greedy algorithm.

ki times. After level 1 we get lot of subproblems, but
we only have a choice to continue with ¯ subproblems.
After ± level there are no more template nodes left to
explore, so at the bottom level in Fig. 3 we find four
resulting matches.

4. K-MEANS CLUSTERING USING HYPERCUBE
DISTANCE MEASURE

Despite the truncation parameters in the search pro-
cedure, it is possible that the user/analyst can be over-
whelmed with the number of matched sub-graphs. It is
therefore desirable to group subgraphs with similar fea-
ture into a fewer number of aggregates. To determine
the similarity between a pair of matched subgraphs, we
employ the Hypercube distance metric between graphs.
Therefore one can use a K-means clustering [33], [23]
algorithm to group similar subgraphs. First we try to
represent graphs as points in a unit Hypercube. Let M
be a score (or 1-hop neighborhood score) matrix for
a result graph R(G), with entries in the interval [0,1],
where each odd entryMij indicates a strength of connec-
tion between nodes i and j, where i 2 VDG; j 2 VTG and
each even entry indicates a strength of connection be-
tween edges i and j, where i 2 EDG; j 2 ETG. In general,
matrices of this type can represent graphs as a whole
with neighborhood scores between associated template
and graph nodes.
The Hypercube graph representation is obtained by

mapping the elements of M into a higher dimensional
space, namely, the unit Hypercube of dimension equal to
N = (min(±,m))£ (min(±,m)¡ 1) for the results of the
TruST algorithm, as illustrated in Fig. 4. Of necessity,
this mapping induces an ordered indexing correspon-
dence between the matrix elements M and the elements
of a vector A in this higher dimensional space.

Fig. 4. Embedding a connection matrix into a higher-dimensional
unit Hypercube.

The indexing convention we employ to relate the
elements Ak of the vector A with the elements Ri,1 of
the matrix R is as follows:

A1$ R1,1

...

AN $ RN,1

or, relating the index k to the row, column pair (i,1)
of R,

k$ i,

i= 1, : : : ,N:
(5)

Thus the graph represented by the result now be-
comes a point A in the N dimensional Hypercube, anal-
ogous to a set with corresponding coordinates in each
of the latter dimensions [28]. A is a set defined on a uni-
verse X, so for universe with only one element, the func-
tion is defined on a unit interval [0,1]. For a two-element
universe thefunction is defined on the unit square; and
for a three-element universe, the function is defined on
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Fig. 5. Graphs as points in the unit hypercube.

the unit cube. For a universe of n elements, we define the
function on the unit Hypercube, In = [0,1]n. These map-
pings are shown in Fig. 5. This mapping can obviously
be extended to the different cases of graphs where the
total number of elements is different. This Hypercube
description allows us to invoke set theoretic concepts
for graph representation and characterization.

4.1. Mutual Subsethood of Graphs A and B

Mutual subsethood E(A,B) provides a normalized
similarity measure between two graphs. E(A,B) mea-
sures the degree to which a set A is similar to another
set B. This can be viewed as the degree to which A is
a subset of B, AND B is a subset of A. This obviously
symmetric relationship is defined by:

E(A,B) =
¹(A\B)
¹(A[B) (0· E(A,B)· 1) (6)

where ¹(A) is the Hamming norm of the function values
mA(yi) of set A:

¹(A) =
nX
i=1

mA(yi) (7)

and the union (or intersection) operator invokes the
component wise maximum (or minimum) operation.
Geometrically, mutual subsethood can be visualized as
in Fig. 6, as the ratio of the Hamming lengths of two
vectors, the numerator vector having as its coordinates
the element-wise minima of A and B, while the denomi-
nator vector has as it coordinates the element-wise max-
ima of A and B.
Note that E(A,B) = 1, A= B, and E(A,B) = 0 if A

or B = Á where Á denotes the null set at the origin of
In. The mutual subsethood measure can also straightfor-
wardly incorporate dimensional importance weighting.

Fig. 6. Geometric interpretation of mutual subsethood as the ratio
of Hamming lengths of the two vectors shown.

4.2. Hypercube Distance between Graphs A and B

The most important benefit of this Hypercube rep-
resentation is that it immediately suggests the use of
a simple function of mutual subsethood as a distance
metric between pairs of labeled graphs. Since E(A,B) =
1, A´ B and E(A,B) = 0 if and only if A and B share
no links in common, the normalized distance metric
¢(A,B) between two arbitrary labeled graphs can be
defined as the complement of E(A,B):

¢(A,B) = 1¡E(A,B), (0·¢(A,B)· 1): (8)

The distance achieves a maximum of unity if A and
B have no common links. In this case, we define the
indeterminate ratio in (6) to have zero value, so that the
distance between two such graphs as defined by (8) is
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unity. This avoids the introduction of a discontinuity in
the value of ¢(A,B) in the limit as the number of edges
in a pair of statistically independent graphs A and B
approaches zero. Note that the computation of ¢(A,B)
is very fast, even for large graphs, since it involves only
pair wise comparator calculations within each dimen-
sion, as opposed to the more numerically sensitive and
computationally intensive calculations involved in the
eigen analysis of a graph.
Clearly, ¢(A,B)¸ 0 and ¢(A,B) = 0, A= B. We

now prove that ¢(A,B) is a proper metric, i.e., that it
also satisfies the triangle inequality for distinct graphs
A, B and C:

¢(A,C)·¢(A,B) +¢(B,C): (9)

From (6), we have

¢(A,C) = 1¡
PN(N¡1)=2

k=1 min(Ai,Ci)PN(N¡1)=2
i=1 max(Ai,Ci)

· 1¡
PN(N¡1)=2

k=1 min(Ai,Ci)PN(N¡1)=2
i=1 max(Ai,Bi,Ci)

=

PN(N¡1)=2
i=1 max(Ai,Bi,Ci)¡

PN(N¡1)=2
k=1 min(Ai,Ci)PN(N¡1)=2

i=1 max(Ai,Bi,Ci)
:

(10)
Similarly, we have Equation (11)

¢(A,B) +¢(B,C)

=

PN(N¡1)=2
i=1 max(Ai,Bi)¡

PN(N¡1)=2
i=1 min(Ai,Bi)PN(N¡1)=2

i=1 max(Ai,Bi)

+

PN(N¡1)=2
i=1 max(Bi,Ci)¡

PN(N¡1)=2
i=1 min(Bi,Ci)PN(N¡1)=2

i=1 max(Bi,Ci)

¸
PN(N¡1)=2
i=1 max(Ai,Bi) +

PN(N¡1)=2
i=1 max(Bi,Ci)¡

PN(N¡1)=2
i=1 min(Ai,Bi)¡

PN(N¡1)=2
i=1 min(Bi,Ci)PN(N¡1)=2

i=1 max(Ai,Bi,Ci)
: (11)

Since the latter terms in both (10) and (11) have
a common denominator, it suffices to show that the
numerators of these terms satisfy the inequality

N(N¡1)=2X
i=1

max(Ai,Bi,Ci)¡
N(N¡1)=2X
k=1

min(Ai,Ci)

·
N(N¡1)=2X

i=1

max(Ai,Bi) +
N(N¡1)=2X

i=1

max(Bi,Ci)

¡
N(N¡1)=2X

i=1

min(Ai,Bi)¡
N(N¡1)=2X

i=1

min(Bi,Ci):

(12)

This inequality can be demonstrated straightfor-
wardly to hold for each value of the index i by consider-

ing each of the six possible rankings of the magnitudes
of Ai, Bi and Ci, and thus the triangle inequality holds
for the distance metric ¢(A,B).
The graph matching example solved using the TruST

algorithm results in matches shown in Fig. 3. Using this
distance metric, we treat graphs as vector samples, upon
which vector processing operations can be performed.
In our example we have four resulting subgraphs and
so we can create (¯¡ 1) = 3 clusters. The Hypercube
distance measure is used to calculate K-means cluster.
Based on the distances the leaf nodes are distributed to
different clusters. The whole process continues until the
clusters rearrangement stops. Cluster 1 and 2 each have
only one leaf node while cluster 3 has two leaf nodes.
Here the clusters formed are:

Cluster 1 : DP1

Cluster 2 : DP2

Cluster 3 : DP3,DP4:

5. K-MEANS CLUSTERING USING FUZZY
HAMMING DISTANCE MEASURE

In this type of representation, the graphs are repre-
sented as vectors in Hypercube space. This method of
graph representation is similar to the one used in Section

4 but Fuzzy Hamming distance measure is used instead
of the mutual subsethood. Each graph in the result set
is represented as a vector shown by Equation 6.
Given two real-valued vectors, FHD is the (fuzzy)

number of components along which the two vectors
are different. Degree of difference between vectors is
defined as “Given the real values x and y, the degree
of the difference between x and y, modulated by ® > 0,
denoted by d®(x,y), is defined as:”

d®(x,y) = 1¡ e¡®(x¡y)
2
: (13)

For the same value of (x¡ y), ® will vary the value
of d®(x,y). The membership function d® has following
properties:
1. 0· d®(x,y)< 1 with equality , x= y;
2. d®(x,y) = d®(y,x);
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3. for x= a§ c, d®(x,a) = e¡c
2
;

4. d®(x,y) = d®(0, jx¡ yj).
The first three points above prove that FHD is a

metric. The difference fuzzy set corresponding to the
d®(x,y) is given as D®(x,y) with membership function
¹D®(x,y) such that:

¹D®(x,y)(i) = d®(xi,yi) (14)

where xi and yi are the ith component in n dimensional
vector x and y respectively. The difference fuzzy set
gives the measure of degree of difference between vec-
tors along their ith component. Ionescu and Ralescu
[19] define FHD as:

“Given two n dimensional real-valued vectors, x and
y, for which the difference fuzzy set D®(x,y), with
membership function ¹D®(x,y), the Fuzzy Hamming
Distance between x and y, denoted by FHD®(x,y)
is the fuzzy cardinality of the difference fuzzy set,
D®(x,y).”

Cardinality CardA of a fuzzy set A=
Pn
i=1 xi=¹i:

CardA´
nX
i=0

i=¹CardA(i) (15)

where ¹CardA(i) = min(¹i, (1¡¹i+1)). ¹i denotes the ith
largest value of ¹. The set is appended with 1 at start
and 0 at end for convenience of calculation. So, ¹0 = 1
and ¹n+1 = 0.
These values are the fuzzy equivalent of the graph

vector. To get a distance measure the fuzzy values are to
be defuzzified to get a crisp distance value. The litera-
ture on fuzzy inference system has many different types
of defuzzification techniques. The most used among
these is the “Center of Gravity (COG).” Ionescu and
Ralescu [19] have proposed a crisp cardinality (nCard)
to get a integer defuzzified value

nCard(A)´ jx;¹A(x)> 0:5j: (16)

The COG is defined as per its name, as the center
of gravity of the area underlying the resulting graph
of Fuzzy Hamming set and its membership function
values. It gives the number of different components that
exists between vectors x and y. nCard gives the integer
number of components that are different in the fuzzy
set. The COG is given by the equation:

COG=
Pn
i=1 xi¹iPn
i=1¹i

: (17)

The main issue in this distance measure is calcula-
tion of ®. ® can vary the measure of the FHD. ® acts as
a control for sensitivity of variation. It is given as:

®=
ln
μ
1
²

¶
MAX2

1
¯2

(18)

where MAX is the maximum value in the column
domain and ¯ is the percentage of MAX which is

considered a difference in the column values of vectors
x and y. In our case the graph vectors have values in the
range [0,1], so the maximum difference is going to be
1. Hence MAX= 1. The nCard decreases significantly
as we increase ¯. So to have a more sensitive analysis
of difference the value of ¯ is kept at 0.1.

5.1. Implementation

We again use the same k-means clustering but with
the distance measure as Fuzzy Hamming distance. The
graph matching example solved using the TruST algo-
rithm results in matches shown in Fig. 3. In our ex-
ample we have four resulting subgraphs and so we can
create (¯¡ 1) = 3 clusters. For K-means clustering the
3 cluster centroids are initialized with the first three re-
sults.

K1 = (0:9,0:80,0:75,0:75,0:75,0:63,0:40)

K2 = (0:9,0:80,0:75,0:71,0:63,0:59,0:45)

K3 = (0:8,0:75,0:71,0:68,0:52,0:55,0:35):

(19)

Then Fuzzy Hamming distance is calculated from
cluster centroids to each leaf node (LN). The FHD
is calculated using Equation 16. Here a sample FHD
calculation between cluster 1 centroid and Leaf Node 2
is shown. From the earlier discussion we set MAX as
1, ¯ as 0.1 and ² as 0.5. Therefore, ®= 69:31.

d®(x,y) = 1¡ e¡69:31£(x¡y)
2

d69:31(x1,y1) = 1¡ e¡69:31£(0:90¡0:90)
2
= 0

d69:31(x2,y2) = 1¡ e¡69:31£(0:80¡0:80)
2
= 0

d69:31(x3,y3) = 1¡ e¡69:31£(0:75¡0:75)
2
= 0

(20)
d69:31(x4,y4) = 1¡ e¡69:31£(0:75¡0:71)

2
= 0:1045

d69:31(x5,y5) = 1¡ e¡69:31£(0:75¡0:63)
2
= 0:6310

d69:31(x6,y6) = 1¡ e¡69:31£(0:63¡0:59)
2
= 0:1050

d69:31(x7,y7) = 1¡ e¡69:31£(0:40¡0:45)
2
= 0:1590

nCard(A)´ jx;¹A(x)> 0:5j= 1: (21)

Based on the distances the leaf nodes are distributed
to different clusters. The whole process continues un-
til the clusters rearrangement stops. Here the clusters
formed are:

Cluster 1 : DP1,DP2,DP3

Cluster 2 : –

Cluster 3 : DP4:

Cluster 1 has three data points, while cluster 3 has
one data point. Cluster 2 is empty in this case. This
clustering method groups graphs differently than the
Hypercube based k-means clustering, where cluster 1
and 2 each have only one leaf node while cluster 3
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TABLE II
Silhouette Indices

FH HYP SA Silhouette Index

FH S(FH,FH) S(FH,HYP) S(FH,SA) (S(FH,FH)+S(FH,HYP)+S(FH,SA))/(3)

HYP S(HYP,FH) S(HYP,HYP) S(HYP,SA) (S(HYP,FH)+S(HYP,HYP)+S(HYP,SA))/(3)

SA S(SA,FH) S(SA,HYP) S(SA,SA) (S(SA,FH)+S(SA,HYP)+S(SA,SA))/(3)

has two leaf nodes. Analysis of these measures is done
in next section, to see which distance measure is more
efficient.

6. NUMERICAL TESTING

Cluster validation is a very important issue in clus-
tering analysis because the result of clustering needs to
be validated in most cases. It is defined as measuring
goodness of a clustering relative to others created by
the same algorithms using different parameter values.
In most clustering algorithms, as k-means, the number
of clusters is set as user parameter. There are many ap-
proaches toward cluster validation. One of such tech-
niques which we use is the “Silhouette validation tech-
nique.”
The Silhouette validation technique [29] calculates

the silhouette width for each sample, average silhou-
ette width for each cluster and overall average silhou-
ette width for a total data set. Using this approach each
cluster could be represented by a so called silhouette,
which is based on the comparison of its tightness and
separation. The average silhouette width could be ap-
plied for evaluation of clustering validity and can also
be used to decide how good is the number of selected
clusters. To construct the silhouettes S(i) the following
formula is used:

S(i) =
(b(i)¡ a(i))
max(a(i),b(i))

(22)

where a(i) is the average dissimilarity of i object to all
other objects in the same cluster; b(i) is the minimum
of average dissimilarity of i object to all objects in other
cluster (in the closest cluster).
It is followed from the formula that ¡1· S(i)· 1.

If silhouette value is close to 1, it means that sample is
“well clustered” and it was assigned to a very appropri-
ate cluster. If silhouette value is near zero, it means that
the sample could be assigned to another closest clus-
ter as well, and the sample lies equally far away from
both clusters. If silhouette value is close to ¡1, it means
that sample is “misclassified” and is merely somewhere
in between the clusters. The overall average silhouette
width for the entire plot is simply the average of the
S(i) for all objects in the whole dataset. The largest
overall average silhouette indicates the best clustering.
Therefore, the number of cluster with maximum overall
average silhouette width is taken as the optimal number
of the clusters.

Here we have two distance measures Hypercube dis-
tance (HYP) and Fuzzy Hamming distance (FH). We
also used a simple average distance measure (SA) which
is independent of template graphs. The HYP and FH
distance are bound by the axes which are defined by the
template nodes and edges to which the nodes and edges
in data graph are matched. In SA distance the K-medoid
algorithm is used. The distance between two matches
is calculated using the average of data graph node-to-
node scores (DGN) and data graph edge-to-edge scores
(DGE). In HYP and FH distance the data graph node
(edge) to template graph node (edge) scores are used.
Let’s say there are two matches for a template graph
(T1¡ET1 ¡T2¡ET2 ¡T3) given as (D1¡ED1 ¡D2¡ED2 ¡
D3) and (D4¡ED3 ¡D5¡ED4 ¡D6). Then the SA dis-
tance is given as:

SA=

(DGN(D1,D4) +DGE(E
D
1 ,D

D
3 )

+DGN(D2,D5) +DGE(E
D
2 ,E

D
4 ) +DGN(D3,D6))

5
:

Now we have used three distances for clustering
and we have three Silhouette indices for each of them.
Each clustering algorithm is analyzed using all the
three distance measures. The Silhouette index for each
clustering is calculated as an average (Table II) of
the three Silhouette indices from the three distance
measures. After generating 100 random sample runs for
each of the clustering algorithms, we found that, only 2
times SA performed better or equal to FH and HYP. So
we will just compare FH and HYP based clustering. But
the Silhouette index from SA is used during analysis.
The two methods are independent of each other so

the best way to compare them is to conduct a statistical
analysis. A “2 sample t-test” is planned for comparing
the two distances. A power and sample size capability
analysis is conducted to evaluate sample size before
we design and run an experiment. It tells us the right
amount of runs required to detect a notable difference
during the statistical analysis. After conducting some
sample runs we have the data with standard deviation
of 0.27. The type 1 error (®) is set at 0.05 and type 2
error (¯) at 0.2. These values are used to determine the
sample size. To detect a difference of 0.1 we require
116 runs and for 0.15 we require 55 runs. To detect the
difference accurately, the experiment was decided to be
conducted on 100 runs.
T-test requires data to be normally distributed and

the samples to have equal variance. To check for the
assumptions, normality test and F-test are conducted.
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The normality test for Fuzzy Hamming and Hypercube
suggested that the p-values are less than ®, therefore we
rejectH0, i.e. the data is not normally distributed. The F-
test has a null (H0) hypothesis that the variances of both
the methods are equal and alternative (H1) hypothesis
that they are not equal. If the p value is greater than ®
then we fail to reject H0 and else we reject H0. Here the
p value is greater than ®, so the variances of both the
distance measures are equal.
The assumption of equal variances is satisfied, while

the test for normality is rejected, so t-test cannot be
conducted. The data is not normal, so a non-parametric
test is conducted. There are a number of non-parametric
tests that can be used to test the difference between two
non-normal sets of sample data. In those cases, we are
testing the difference in medians, and not means. Mann-
Whitney test is the nonparametric test equivalent to the
2 sample t-test. In Mann-Whitney test the hypotheses
are:

H0 : ´1 = ´2

H1 : ´1 6= ´2, where ´ is the population median:

The sample medians of the ordered data are 0.2597
and 0.3334. The 95.0% confidence interval for the dif-
ference in population medians (´1¡ ´2) is [¡0:0627 to
0.0737]. The test statistic W = 10131 has a p-value of
0.8441 when adjusted for ties. Since the test is sig-
nificant at 0.8441, we conclude that there is sufficient
evidence to reject H0. Therefore, the data supports the
hypothesis that there is a difference between the popula-
tion medians. Now the two-sided hypothesis is changed
to one-sided hypothesis comparing the medians. Look-
ing at the medians for Fuzzy Hamming (FH) and Hy-
percube (HYP) we change the hypotheses to:

H0 : ´1 = ´2

H1 : ´1 < ´2:

The test is significant at 0.4220. This implies that
the null hypothesis is rejected only if median of HYP
is larger than the median of FH. Based on this result
we can say that Hypercube based K-means clustering
performs better than Fuzzy Hamming based K-means
clustering. For those runs where FH performed better
than HYP, the difference between the Silhouette indices
was less than 13% for 75% of the runs.

7. AGGREGATING CLUSTERS

Using the Truncated Search Tree algorithm, we got
multiple matches for the template. The matches were
clustered using K-means clustering algorithm. For K-
means clustering we experimented with two distance
measures “Hypercube distance” and “Fuzzy Hamming
distance.” Section 6 shows that “Hypercube distance”
performed better than “Fuzzy Hamming distance.” Now
to find the important nodes and edges in the formed

Fig. 7. Aggregation results. (a) Cluster 1. (b) Cluster 2.

TABLE III
Cluster 3

DP3 DP4
D1 D1
ED2 ED1
D3 D2
ED3 ED3
D4 D4
ED6 ED6
D6 D6

cluster we aggregate the matches. The aggregation helps
reduce the analyst’s area of concentration to a small
region of data graph.
To aggregate the clusters we combine the matches

using union and intersection operation. Union opera-
tion is a way of diversification zooming on the data
graph while intersection operation is a way of inten-
sification zooming. Union of clusters gives us a more
diverse information to concentrate on, while intersec-
tion gives us the most important information. In the
union operation all the unique nodes and edges in the
cluster are marked significant. In the intersection opera-
tion the common nodes and edges between the clustered
matches are marked significant. In this section an exam-
ple is presented to show the union and intersection of
clusters. The example previously used in this paper will
be used for further aggregation.
As Section 6 shows that “Hypercube distance” per-

formed better than “Fuzzy Hamming distance,” we will
use the clusters formed using “Hypercube distance”
for further aggregation. As clusters 1 and 2 have only
one result node so there won’t be any aggregation and
the results will be displayed as a whole match. The
aggregation results for cluster 1 and 2 are shown in
Fig. 7(a). and 7(b) respectively. But in case of cluster
3 there are two result nodes DP3 and DP4 (Shown in
Table III).
Using the intersection method of aggregation, we

obtain the nodes and edges shown in Table V. We can
see that nodes D1, D4 and D6 and edges E

D
3 and ED6

are common to both result nodes. The nodes and edges
obtained using union method of aggregation are shown
in Table IV. In addition to nodes and edges in Table V,
we have nodes D2 and D3 and edges E

D
1 and ED2 that

are uncommon in the two result nodes.
The aggregation results for union and intersection

method in Cluster 3 are shown in Fig. 8(a) and 8(b)
respectively.
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Fig. 8. Cluster 3 aggregation result. (a) Union. (b) Intersection.

TABLE IV
Cluster 3 Union

Nodes Edges

D1 ED1
D2 ED2
D3 ED3
D4 ED6
D6

TABLE V
Cluster 3 Intersection

Nodes Edges

D1 ED3
D4 ED6
D6

8. NEIGHBORHOOD INFORMATION

“Neighborhood” is a word with many different lev-
els of meaning in mathematics. One of the most gen-
eral concepts of the neighborhood of a point x in (Rn)
²-neighborhood or infinitesimal open set, is the set of
points inside an n-ball with center x and radius ² > 0.
The neighborhood of a vertex v in a graph is the set
of all the vertices adjacent to v. More generally, the ith
neighborhood of v is the set of all vertices that lie at the
distance i from v.
In graph theory, the neighborhood of a vertex v in

a graph G is the induced subgraph of G consisting of
all vertices adjacent to v and all edges connecting two
such vertices. Two vertices u and v are considered ad-
jacent if an edge exists between them. This is denoted
by u # v. The neighborhood [34] is often denoted NG(v)
or (when the graph is unambiguous) N(v). The same
neighborhood notation may also be used to refer to sets
of adjacent vertices rather than the corresponding in-
duced subgraphs. The neighborhood described above
does not include v itself, and is more specifically the
open neighborhood of v; it is also possible to define

a neighborhood in which v itself is included, called
the closed neighborhood and denoted by NG[v]. When
stated without any qualification, a neighborhood is as-
sumed to be open.
If all vertices in G have neighborhoods that are iso-

morphic to the same graph H, G is said to be locally H,
and if all vertices in G have neighborhoods that belong
to some graph family F,G is said to be locally F. Neigh-
borhoods are also used in the clustering coefficient of a
graph, which is a measure of the average density of its
neighborhoods. In [16], authors have presented a neigh-
borhood broadcast and gossiping problem. For neigh-
borhood broadcast the authors have considered nodes
which are one edge away and for gossiping problem
they have considered nodes, which are accessible from
the main node. Schenker et al. [32] have compared a
vector based graph representation, combined with a k-
Nearest Neighbor (k-NN) algorithm to the graph match-
ing approach, to represent web documents. There is a
limited amount of literature available in the field of
neighborhood structure, but we have found the concept
of neighborhood of nodes used in various fields to cal-
culate distances, get density of graphs, etc.
We have applied the truncated branch and bound

method to match the templates to data graphs. Based on
the settings for the algorithm parameters, we get various
matches for the given template. The matches are clus-
tered using K-means clustering, to find the most sig-
nificant information among them. But this information
is limited to the template we are trying to match. Con-
sider a terrorist template which we are trying to match
against a given social network represented as data graph.
We can find the most plausible terrorist networks in
the given data graph. Having this information we have
no idea as to what the terrorists are planning. So the
neighborhood of a match is as important as the match.
To get more information about the neighborhood of the
matches we have developed an algorithm to find the
neighborhood score for each node in data graph.

8.1. Problem Definition

8.1.1. Neighborhood Structure of Matches
The data graph represented as GD can be divided

into two sets. The first set is the match of the template
graph in the data graph, called “Core graph,” CD. The
other set contains the remaining nodes in graph GD
called periphery nodes (GD ¡CD). Now to find the
most relevant neighborhood structure, we need to find
the neighborhood scores for the periphery nodes with
respect to the match. The neighborhood score must
represent the connectivity of the periphery nodes to the
core nodes. In the case of terrorist networks, all the
members have a single aim and they will concentrate
their energies toward that target. To reach the target,
members will use covert routes to hide their intent. To
find these targets we need the most accurate possible
neighborhood information. This score can be calculated
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using this formula:

Pi =

P
j dij
NT

:

Here Pi is the periphery node score for node i, NT
is the number of nodes in the match, while dij is the
distance between periphery node i and core node j. dij is
the distance measure between core and periphery nodes.
This distance is the weighted shortest path distance
divided by the length of the path. As the edge weights
lie in the interval [0,1], the distance measure, dij , also
lies in the interval [0,1]. Therefore, (0· Pi · 1)
The neighborhood score takes into consideration the

distance and connectivity of the periphery node to the
match. The distance dij is the measure of importance of
node i with respect to node j in CD, i.e. a relationship
between the possible target and the member of the
terrorist cell. Hence, Pi helps to find the probability
that node i is the most common target sought by all
the members in the group (match).
In some cases the neighborhood structure can con-

tain a person or contact of interest and the contact may
not be accessed by all the members. The contact can be
a very vital link between two groups. To find this type of
information in neighborhood we need to find the nodes
which have the maximum weight connectivity to the
core nodes. The neighborhood score is calculated using
this formula:

Pi =max
j
(dij):

The problem of finding relevant neighborhood in-
formation can be also viewed in the sense of maximum
weight connectivity and here it is considered out of
scope, and hence won’t be considered for analysis.

8.1.2. Ranking Matches based on Neighborhood
Scores

After finding the neighborhood structure, we have
a lot of information which is scattered around the
matches. The matches by themselves have a ranking
mechanism, but that is independent of the neighbor-
hood structure they represent. The neighborhood struc-
ture may be important for a match with a low ranking
score. Therefore, we would like to find out which match
has the highest neighborhood score. To rank the matches
based on neighborhood structure, we take the average of
the neighborhood scores for all the nodes in periphery
graph (GD¡CD). Using this new score, we will rank the
matches and this will signify the importance of matches
based on the profile of the target they are attacking.

8.1.3. Neighborhood Structure of Clusters
After calculating the neighborhood structure for the

matches, we want to find the most important structure
around the clusters since this is the aggregated result
presented to the analyst. Now with these aggregated
results, the neighborhood information will be different.

TABLE VI
Edge Weights

Edge From Node To Node Weights

ED1 D1 D2 0.488388
ED2 D1 D3 0.886889
ED3 D4 D1 0.268496

ED4 D2 D7 0.774886
ED5 D3 D5 0.046768

ED6 D4 D6 0.437913

ED7 D8 D4 0.427433
ED8 D4 D9 0.361861

ED9 D11 D5 0.211624

ED10 D6 D10 0.772303

ED11 D2 D3 0.277781

ED12 D9 D10 0.090555
ED13 D5 D10 0.486635

To calculate the neighborhood of a cluster we take the
data graph represented as GD and divide it into two sets.
The cluster formed using the matches of the template
graph in the data graph, represents CD. Now to find the
most relevant neighborhood structure, we need to find
the neighborhood scores for the periphery nodes with
respect to the cluster. This neighborhood information
will be different from the information we get in Section
8.1.1. In Section 8.2 an illustrative example is presented
to show the calculation for neighborhood structures of
matches, clusters and ranking of matches.

8.2. Implementation

For the given data and template graph, we first find
the weights for the edges in data graph. The weights for
all the edges in data graph are given in Table VI. Using
the edge weights, the shortest path distance between all
the nodes in the data graph is calculated.
To calculate the neighborhood structure of the

matches we select one of the subgraphs generated by
the matching process in Section 3. For illustration pur-
pose let us select match 1. Fig. 9 shows the match with
respect to the data graph. In this example the node set
fD1,D2,D3,D5g; along with edge set fED1 ,ED2 ,ED5 g rep-
resents the core nodes for the given data graph. The rest
of the nodes in the data graph represent the periphery
nodes and edges for match 1. For match 1, there are 7
neighborhood nodes. For data graph node D4 we can
calculate the neighborhood score as follows:

P4 =

P
j
d4j

NT
=
0:488388+0:270395+0:178724+0:277781

4

= 0:303822:

If the problem of finding relevant neighborhood
information is viewed in the sense of maximum weight
connectivity then match 1 will have nodes D4, D6, D7,
D8, D9, D10 and D11 as the periphery nodes. Here node
D2 is connected to node D7 only. Node D1 is connected
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TABLE VII
Match Neighborhood based on Maximum Edge Connectivity

D4 D6 D7 D8 D9 D10 D11

D1 0.268496 0.3532045 0 0.3479645 0.3151785 0.492904 0
D2 0 0 0.774886 0 0 0 0
D3 0 0 0 0 0 0 0
D5 0.565617 0.629469 0 0.531071 0.288595 0.486635 0.211624

Neighborhood 0.565617 0.629469 0.774886 0.531071 0.3151785 0.492904 0.211624
Score

TABLE VIII
Subgraph Ranking based on Neighborhood Score

Match 4 0.364657
Match 3 0.344861
Match 1 0.332481
Match 2 0.326449

Fig. 9. Match neighborhood structure.

to all the nodes except D7 and D11. D3 being a central
node has no periphery associated to it. D5 has node D7
in the periphery, which is not connected. Based on the
edge weights given in Table VI, the neighborhood score
for all the periphery nodes with respect to match 1 are
shown in Table VII.
After calculating the neighborhood scores for all

neighborhood nodes, we would like to rank the sub-
graph matches based on the importance of neighbor-
hood. To find the neighborhood score for each match
we take the average of the neighborhood scores for all
the nodes in the periphery of the given match. This is
the new match score based on the neighborhood values.
Then based on these scores we rank the subgraphs. The
matches are ranked as shown in Table VIII.
To calculate the neighborhood structure of the clus-

ters we select one of the clusters generated by the aggre-
gating process in Section 7. For illustration purpose let
us select cluster 3, as cluster 1 and 2 have only one leaf
node. Cluster 1 and 2 will have a neighborhood struc-
ture similar to match 1 and 2 respectively. Fig. 10 shows
the cluster union with respect to the data graph. In this
example the node set fD1,D2,D3,D4,D6g; along with
edge set fED1 ,ED2 ,ED3 ,ED6 g represents the core nodes for

Fig. 10. Cluster 3 (union) neighborhood structure.

the given cluster in data graph. The core node and edge
sets are marked in Fig. 10. The rest of the nodes in
the data graph represent the periphery nodes and edges
for cluster 3 union. For the cluster 3 union, there are
6 neighborhood nodes. Similar to Match neighborhood
we calculate the neighborhood scores for Cluster aggre-
gates.

9. CONCLUSION

High level Data Fusion, also recognized as Level 2
(situation assessment) and Level 3 (impact assessment)
in the JDL architecture involves understanding relation-
ships between level 1 objects, which can be well mod-
eled using attributed graphs. These graphical models
can be applied in a wide range of applications such as,
Cyber Security, Asymmetric Warfare, Disease Surveil-
lance, Intelligence and Knowledge Discovery, and Im-
provised Explosive Device Detection. In these domains
a complex situation of interest to analyst can be for-
mulated as a template graph which represents alterna-
tive hypothesis. The analyst is interested in determin-
ing the occurrence of that situation in a sensor database
which is in turn represented as a data graph. This gives
rise to an inexact subgraph matching problem, which is
NP-Hard and can lead to large number of matches. To
overcome the problem associated with the large num-
ber of matches, an approach is necessary to fuse the
resulting subgraphs. The dimensionality of the result-
ing inexact matches can be reduced using a clustering
algorithm which can quantify the similarity between any
two graphs via a selected similarity measure.
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We presented a TRUncated Search Tree algorithm
[31] to find the appropriate subgraphs of the data graph
for the template. Since the state space of a branch-and-
bound method explodes as the search tree goes deeper
and deeper, this algorithm considers only part of the
state space and truncates those with relatively small val-
ues. The resulting subgraphs generated using TruST al-
gorithm are then aggregated using the K-means cluster-
ing algorithm. The algorithm makes use of Hypercube
distance measure. This distance measure finds similar-
ity distance between any two given subgraphs. Then the
TruST algorithm is compared with a similar fuzzy dis-
tance measure called as Fuzzy Hamming distance met-
rics. To find the best distance measure Silhouette indices
are calculated. The results show that Hypercube based
K-means clusters are well separated. Then the Hyper-
cube based K-means clusters are fused using union and
intersection based aggregation method. The aggregation
of clusters gives analyst a particular location to con-
centrate his analysis. The neighborhood structure of the
matches and aggregated clusters is explored to find sig-
nificant nodes. These nodes found in the neighborhood
structure do not form the initial hypothesis, but can be
of real importance to the analyst.
We have applied TruST along with Hypercube based

K-means clustering and aggregation, in modeling and
simulation of asymmetric warfare situations with en-
couraging results. The algorithm matches the complex-
ity of the domains of application and user parameter
settings. A further insight on how to select the breath
and depth control parameters is provided in [31]. An-
other interesting area of research will be developing a
dynamic algorithm for level 2 fusion. In this algorithm
the relationship between newly added information and
generated clusters will be checked and new aggregated
clusters will be developed eventually.
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